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2.4 GHz: long range, walls OK, only 3 non-overlapping channels: 1 . 6 - 11. crowded
(microwave, Bluetooth)
5 GHz: shorter range, many channels, faster, less interference

ITU = radio frequencies (who may use what) IEEE = 802.11 (the standard) Wi-Fi
Alliance = certification + the logo

antennas: omnidirectional (all directions, short) - directional (one direction, far)
MIMO (several antennas = several streams)
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BSS = one AP + its clients (BSSID = the AP's MAC) ESS = several APs, same SSID ->
roaming

802.11 frame: up to 4 MAC addresses (receiver - transmitter - destination - source) -
Ethernet has 2

CSMA/CA (collision AVOIDANCE) — you can't hear a collision while transmitting on air:
listen -> random wait -> (RTS/CTS) -> send -> wait for ACK -> no ACK? resend
vs CSMA/CD (Ethernet): send, DETECT collision, back off. -> WiFi is half-duplex + ACK =
slower than the number

joining: 1 discover (passive: hear beacon / active: send probe) -> 2 authenticate -> 3
associate
SSID = the network name in the beacon. hidden SSID? the probe reveals it anyway
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WPA2/WPA3-Personal
WPA2/WPA3-Enterprise = 802.1X + RADIUS — user +
one user)

threats: Rogue AP (someone plugged in their own)
attacker in the middle)

PSK — one password for everyone (home)

password each (organization: revoke

Evil Twin (same SSID, stronger,

DoS (jamming, deauth) - MITM
defense: WPA2/3-AES - Enterprise in orgs - HTTPS/VPN on any open network - WLC detects
rogue APs
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